
 

 

ADVANCED NETWORK ADMINISTRATION 
Course Syllabus 

Revised  10/4/12 

 C - L - CR 

 3 - 0 -   3 
 

COURSE NUMBER: IST 261 

 

PREREQUISITE(S): CPT 176, CPT 285 and IST 220 with minimum grade of "C." 

 

CO-REQUISITE(S): None 

 

COURSE 

DESCRIPTIONS 

This course is an advanced study of the networking operating 
system. Topics include installation upgrades, IP services, internet 
infrastructure, advanced server management and security, NDS 
management, and server optimization. 

 

TEXTBOOK(S): Textbook information can be found on the Book Inn web site at 
http://www.sccsc.edu/resources/bookstore. It will also be included on 
the course syllabus addendum distributed by the instructor. 

 

REFERENCE(S): To be distributed in class 

 

OTHER REQUIRED 

MATERIALS, TOOLS, 

AND EQUIPMENT: 

Server 2008 R2 64-bit Operating System DVD Virtual Box Version 
(free – visit virtual box.org) 

 
One USB drive 

 

METHOD OF 

INSTRUCTION: 

Lecture /Demonstration/Hands-on Labs 

 

GRADING SYSTEM: 90 - 100 = A 
80 - 89 = B 
70 - 79 = C 
60 - 69 = D 
Below - 60 = F 
 
The standard mathematical procedure of rounding will be applied to 
arrive at a whole number percentage in final grade calculation. 

     

GRADE 

CALCULATION 

METHOD: 

Tests = 40%  
Lab Assignments/Homework = 20%  
Participation = 5%  
Quizzes = 15%  
Research Paper = 10%  
Final Exam = 10%  
 = 100%  

 

http://www.sccsc.edu/resources/bookstore
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ATTENDANCE 

POLICY: 

 

The student is responsible for punctual and regular attendance in all 
classes, laboratories, field trips, and other required class activities.  
The College does not grant excused absences; therefore, students 
are urged to reserve their absences for emergencies.  When illness 
or other emergencies occur, the student is responsible for notifying 
instructors and completing missed work if approved for late 
submission by instructors. 
 
Instructors maintain attendance records.  However, it is the student’s 
responsibility to withdraw from a course.  A student enrolling in and 
attending at least one course session remains enrolled until the 
student initiates a withdrawal. 
 
Withdrawal Policy:  During the first 75% of the course, a student may 
initiate withdrawal and receive a grade of W.  A student cannot 
initiate a withdrawal during the last 25% of the course.  Extenuating 
circumstances require documentation and approval by the 
appropriate department head and academic dean.   
 
Students are tardy if not in class at the time the class is scheduled to 
begin.  Tardy students are admitted to class at the discretion of the 
instructor.  If a student enters class late when a test is in progress, 
the student will have the remainder of the class period to complete 
the test.   

 

ABSENCES FOR RELIGIOUS HOLIDAYS:  Students who are absent from 
class in order to observe religious holidays are responsible for the 
content of any activities missed and for the completion of 
assignments occurring during the period of absence.  Students who 
anticipate their observance of religious holidays will cause them to be 
absent from class and do not wish such absences to penalize their 
status in class should adhere to the following guidelines: 
 
1. Observance of religious holidays resulting in three or fewer 

consecutive absences:  Discuss the situation with the instructor 
and provide written notice at least one week prior to the 
absence(s).  Develop (in writing) an instructor-approved plan 
which outlines the make up of activities and assignments. 

 
2. Observance of religious holidays resulting in four or more 

consecutive absences:  Discuss the situation with the instructor 
and provide the instructor with written notice within the first 10 
days of the academic term.  Develop an instructor-approved plan 
which outlines the make up of activities and assignments 
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ACADEMIC 

CONDUCT:  

 

ACADEMIC DISHONESTY:  Students are expected to uphold the integrity 
of the College's standard of conduct, specifically in regards to 
academic honesty.  All forms of academic dishonesty including, but 
not limited to, cheating on assignments/tests, plagiarism, collusion, 
and falsification of information will call for disciplinary action.  
Disciplinary action imposed may include one or more of the following: 
written reprimand, loss of credit for assignment/test, termination from 
course, and probation, suspension, or expulsion from the College.  For 
further explanation of this and other conduct codes, please refer to the 
Student Handbook. 
 

CELLULAR PHONES AND PAGERS/BEEPERS:  Cellular phones, pagers and 
beepers are not permitted to be turned on or used within the 
classroom.  Use of these devices during classroom time will be 
considered a violation of the student code as it relates to “disruptive 
behavior.”   

 

CLASS/LAB 

PROCEDURES: 

This class will not require Internet access and therefore, the servers 
will not be plugged into the school’s network.  Instead, the will be 
connected to the standalone network.  Unless specified by your 
instructor, it will be a violation of instructor policy to alter the IP 
addressing information and/or connect your server to the school’s 
network.  Any violation may result in being dismissed from the 
class. 
 

No makeup tests will be given except in extenuating 

circumstances as determined by the instructor.  If the student 
knows in advance that they will miss a test, the test may be taken early 
upon the approval of and arrangement with the instructor.   

 

No work will be accepted late.  Assignments are due on their 
respective test date.  If a student is absent on the due date, it is their 
responsibility to notify the instructor on that day either by phone or 
email.  If the student follows this procedure, the homework will be 
accepted on the following class day ONLY.  If the student fails to notify 
the instructor on the due date, the homework will not be accepted.    
 
Many of the assignments from the textbook are labs and must be 
completed in the classroom.  It is suggested that students download 
and install Virtual Box virtualization software (www.virtualbox.org) so 
that the labs may be done outside of class, if necessary.  Instructions 
on how to do this will be given out the first day of class. 
 
For other assignments, students may use the computers in The 
Learning Center located in E-2 and E-5 in the East Building or in the 
Library in the Library Learning Resources Center Building.   

  

http://www.virtualbox.org/
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ACCOMMODATIONS: 

 

Students who need special accommodations in this class because of a 
documented disability should notify Student Disability Services by 
calling (864) 592-4818, toll-free 1-800-922-3679; via email through the 
SCC web site at www.sccsc.edu/resources/disabilities; or by visiting 
the office located in the East Building Room 30-B on the SCC Central 
campus.  Contacting Student Disability Services early in the semester 
gives the College an opportunity to provide necessary support services 
and appropriate accommodations. 

 

The Learning Center, located in the rooms E-2 & E-5 of the East 
Building, provides computers for your use. Check the website 
http://www.sccsc.edu/resources/tutoring/tlc or call 592-4968 for current 
semester operating hours.  
 

  
 Program Department Chair: 

Mrs. Marcia Schenck 
592-4839 
schenckm@sccsc.edu 
 
Inclement Weather Schedule:  

•Check SCC Website: www.sccsc.edu  

•Tune to local T.V. Station: Channel 7 (CBS)  

•Tune to an FM/AM local radio station 
  

COURSE 

COMPETENCIES & 

OBJECTIVES 

Upon satisfactory completion of this course, the student will be able to: 

I. Gain a thorough understanding of servers 
1. Become familiar with server administration 
2. Be acquainted with and compare server platforms 
3. Explore common tasks and services performed by a server 

administrator 
 

II. Recognize what is involved in the preparation for and installation of a 
server  
1. Be able to identify server categories and components 
2. Understand the significant features of the installation process 
3. Successfully install and configure server software in a virtual 

environment 
4. Become familiar with Windows Deployment Services and Remote 

Installation 
 

III. Understand Microsoft Networking 
1. Become familiar with domains, trees, and forests 
2. Install and configure Active Directory 
3. Identify, create, and manage Active Directory objects 
4. Control and troubleshoot access to resources 
5. Create and manage group accounts 

http://www.sccsc.edu/resources/disabilities
http://www.sccsc.edu/resources/tutoring/tlc
mailto:schenckm@sccsc.edu
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6. Manage folder, file and printer access 
 

IV. Configure and manage data storage 
1. Manage storage using volumes on dynamic disks 
2. Understand fault tolerance, RAID, and SANs 
3. Create a backup and recovery plan 

V. Comprehend the concept of name resolution 
1. Understand and identify the components of DNS 
2. Install and configure DNS 
3. Use WINS to resolve computer names 
4. Become familiar with DHCP 
5. Install, configure and manage IIS 

 

VI. Use Remote Access  to access network resources 
1. Understand how to set up a VPN 
2. Setup a connection using Terminal Services 

 

VII. Understand the importance of securing the server environment 
1. Be able to identify threats and vulnerabilities 
2. Become familiar with Group Policy and how to implement 
3. Plan and deploy security policies including client security, 

BitLocker drive encryption, and network access protection 
4. Be knowledgeable about firewalls, proxy servers, and intrusion 

detection software 
 

VIII. Identify ways to monitor and analyze the server environment 
1. Use monitoring tools to evaluate server performance 
2. Manage system reliability and availability 

 

IX. Relate interpersonally 

  

 


